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IN THE CLAIMS: 

Please amend the claims as follows: 

1 . (Currently Amended) A method of debugging executable c ode *vavin§ 
nnnnnintnri rintT in r^onfiaured to aocess associa ted data in a data reoostory, 
comprising: 

initiating a debugging session for the executable code, and, during the debugging 
session: 

monitoring step-bv-step execution of the executable code: 
ocDocc i ng tho aB e ociatod data in tho repository during tho debugg i ng 
eossion; a nd 

detennining whether the oooooiatod data can be d i cp l ayod during th e 
rinhtigglng nQooion monitored executable code has access ed the associated data 
in the data repository: 

if so. determinina whether to display the associated data on the basis of 
whether the associated data is restricted data: wherein deter mining whether to 
display the associated data comprises referencing predefined access restriction 
rules defining at least one mle preyentino at least a portion of the associated 
data from being displayed to unauthorized users: and 

upon determining not to display the associated data on the basis of the 
referenced predefined access restriction '^'^s, outoutting ma sking characters on 
an output screen indicative of the associated data without revea ling a yalue of 
the associated data, whereby selected data from t he data repository is concealed 
from a user debugging the exe cutable code, 

2. (Currently Amended) The method of claim 1 , wherein determining whether 
to display t he associated data can bo d is p l ay e d comprises determining whether the 
associated data can be provided to a debugger user interface. 
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3. (Canceled) The method of claim 1 , further comprising: 

determining that the associated data cannot be displayed during the debugging 
session: and 

outputling text characters on an output screen indicative of the associated data 
without revealing a value of the associated data. 

4. (Currently Amended) The method of claim 1 , wherein determining whether 
to diSDiavLt he associated data can bo d i op l ayod comprises referencing a restricted data 
table created in response to reading the associated data from the repository and 
according to the p redefined access restriction rules. 

5. (Currently Amended) The method of claim 1 , wherein determining whether 
to displavLt he associated data con bo disp l ay e d is performed by a debugging program. 

6. (Cun^ntly Amended) The method of daim 1 , wherein determining whether 
to display t he associated data can bo dicp l ayod is perfomned by a debugging program 
implementing the predefined access restriction rule s def i n i ng at i oast one rule 
provonting at looct a portion of the ooooo i atcd data from being d i cplayod . 

7. (Canceled) The method of claim 1 , wherein determining whether the 
associated data can be displayed comprises referencing access restriction rules 
defining at least one rule preventing at least a portion of the associated data from being 
displayed. 

8. (Currently Amended) The method of claim 1 , wherein detemiining whether 
to displav t he associated data can bo dioplayed comprises referencing a parse 
expression defining a data format and an output expression defining a restricted portion 
of the parse expression. 
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9. (Currently Amended) A cjomputer-readable medium containing a debug 
program which, when executed, performs an operatio n during debugg i ng code hav i ng 
QGCOclatod dota in a repocitoryj tho oporation nnmprlfilnff, during debuQaina of 
executable code : 

monitoring steo-bv-steo execution of the executable code, wh erein the 
executable code is configured to access asso ciated data In a reoositorv: 

determinino whether the executable code has accesse d the associated data in 
the repository: aooooo i ng tho oooooiatod data i n tho ropooitory; a nd 

detenYiining whether the associated data can be displayed on the basis of 
whether the associated data is restricted data: wherein determinino whether the 
associated data can be displayed comorises referend na predefined access restriction 
rules defining at least one rule oreventina at least a portion of the associated data from 
being displayed to unauthorized users, whereby selected data from the data repository 
is concealed from a user debugging the executable code . 

1 0. (Original) The computer-readable medium of claim 9, wherein determining 
whether the associated data can be displayed comprises determining whether the 
associated data can be provided to a debugger user interface. 

1 1 . (Original) The computer-readable medium of daim 9, further comprising: 
determining that the associated data cannot be displayed; and 

outputting text characters on an output screen indicative of the associated data 
without revealing a value of the associated data. 

12. (Cun-ently Amended) The computer-readable medium of claim 9, wherein 
determining whether the associated data can be displayed comprises referencing a 
restricted data table created in response to reading the associated data from the 
repository and according to the p redefined access restriction mies. 

13. (Canceled) The computer-readable medium of claim 9, wherein determining 
whether the associated data can be displayed comprises referencing access restriction 
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rules defining at least one aile preventing at least a portion of the associated data from 
being displayed. 

14. (Original) The cort>puter-readable medium of claim 9, wherein determining 
whether the associated data can be displayed comprises referencing a parse 
expression defining a data fbmiat and an output expression defining a restricted portion 
of the parse expression. 

1 5. (Currently Amended) The computer-readable medium of claim 9, wherein 
the executable code accessesing the associated data in tho ropository c omprisjnges 
feading a record and wherein determining whether the associated data can be 
displayed comprises: 

referencing the predefined access restriction rules defining at least one rule 
preventing at least one field value from being displayed; and 

determining whether the record contains the at least one field value. 

1 6. (Cun^ntly Amended) A computer-readable medium containing a debug 
program which, when executed, perfbmns an operation of debugging code configured to 
access h av i ng associated data in a repository, the debug program comprising: 

a debugger user interface; and 

a debug engine configured to selectively pass data to the debugger user 
interface according to predefined access restriction rules defining at least one rule 
provontlng prohibiting at least a portion of the associated data from being displayed to a 
user operatino the debug oroaram, whereby selected data from the data reoositorv is 
concealed from the user debugging the executable code . 

17. (Currently Amended) The computer-readable medium of claim 16, wherein 
the debug engine is configured to: 

determine that the associated data cannot be displayed during the debugging 
session: and 
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cgnceal the display of the associated data e auoo tho uoor intorfbco to output by 
displaying t ext characters on an output screen indicative of the associated data without 
revealing a value of the associated data. 

18. (Original) The computer-readable medium of claim 16, wherein the debug 
engine Is configured to selectively pass data to the debugger user interface by 
referencing a restricted data table created In response to reading the associated data 
from the repository and according to the predefined access restriction rules, 

19. (Original) The computer-readable medium of claim 16, wherein the at least 
one rule defines a value and an associated value, wherein if the associated value has 
been displayed the debug engine will not provide the value to the debugger user 
interface for display. 

20. (Original) The computer-readable medium of claim 16. wherein the at least 
one rule defines a parse expression defining a data format and an output expression 
defining a restricted portion of the parse expression, whereby ail values having 
restricted portion will not be provided to the debugger user interface for display. 
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